ABSTRACT Researchers in the software industry have focused on risk management systems for a long time. Software risk management is a software engineering practice that contains risk identification, risk estimation, mitigation, and monitoring. It delivers a disciplined environment for efficient decision-making to assess the problems in software development. Measuring risks in a large-scale system is comparatively difficult because of its complex nature. Large-scale systems are challenging since many risks can arise during system development. Risk factors in large-scale systems are relatively different from small systems, especially with respect to the independent components. This paper describes a difference between large-scale and small-scale systems along with an exhaustive list of risk factors. The tools from the literature are further divided into sub categories according to those that are best suited. We present a detailed comparative analysis for different software-related risk management models with some commonly identified features and further categorize them into classes based on the severity of their risks.
I. INTRODUCTION
Risk is a problem that can cause extensive losses and threats for various organizational procedures. In Computer Sciencerelated fields, risks can come from networks, the Internet, malicious codes or users, loopholes and from physical security [1] . There can be many risks in creating high quality software systems. These cannot be completely eliminated but project managers can reduce these risks and their impact on products by calculating these risks on IT resources [2] . In the current era, software systems have become more complex and are known to be large-scale systems. Increases in project size and complexity result in increases of various risks. The software industry is one of the largest industries in the world. According to [1] , every year an average of $350 billion of off-the-shelf software are sold. For large-scale systems, risk management is an investment that can be valuable in the future because of high quality and reliability demands [3] . The main goal for risk management system is to identify and control all possible risks before they occur during software development. Typically, risk can be classified as systematic risks and un-systematic risks [1] . Systematic risks involve the risks caused by external factors, including hacking, viruses, natural disasters and power loss. An example systematic risk is a vulnerable browser, in which any kind of loophole may lead to security breaches and can harm the resources of that organization.
Additionally, un-systematic risks cause unique risks for the firm, including the misuse of confidential data, application error, inside attacks, data loss, equipment malfunctions and human interactions.
Moreover, systematic risks are known as generic risks and unsystematic risks are known as specific risks. Figure 1 describes the classification of risks in software development. In software development, a risk management team continually assesses and monitors various risks and determines their negative impacts on software development. Risk management systems provide a dynamic way for decision-making by prioritizing and ranking the risks. Normally, a risk management system is based on the identification and assessment of risks [1] , [4] . Like many other businesses, software development risk cannot be eliminated, but risk managers can reduce the impact of these risks by using appropriate risk management tools and techniques.
A. RISK MANAGEMENT TOOLS
The risk management process requires tools that can identify and be applied to perceived risks. Through analyzing the existing literature of risk management in software development, we have listed and categorized some risk management tools that are considered to be helpful for mitigating risks [3] . Table 1 presents a summarized view of the tools that are applicable in software development process for risk mitigation.
II. BACKGROUND
The risk management process was introduced in software development as an explicit process in 1980 [21] . Barry Boehm is known as the father of risk management in software engineering. He proposed the risk-driven spiral model and highlighted the concepts of managing risks in software development. In recent trends, an increasing demand for software projects can cause more risks. With more advancements in programming languages, some software issues become more complex and, in those projects, it is difficult to manage risks. As a result, intense research is focused on this risk management process. The research aims to improve software management techniques and advance this field [5] .
The top 10 software risks from different studies and their risk factors in the existing literature were reviewed and compiled [6] . The author's results show that planning and controlling are the areas in which some risks exist in software development processes. Reference [1] presents the increasing role of risk management in software development to support and avoid risks. Authors describe a data model for risk identification and risk assessment processes. Reference [7] explores the RM (Risk Management) and KM (Knowledge Management) fields. The authors propose a conceptual framework, KBRM (Knowledge Based Risk Management), that employs KM with RM for improving the effectiveness in IT projects. This study finds some necessary elements for the KBRM framework and recommends some tools for improving the risk management process. Reference [8] presents a risk management process designed for only small businesses. This study is based on extensive research of different small business software development. This research provides a list of risk management tools and recommends some techniques for risk mitigations. Reference [9] describes the relationship between project success and risk management. This method also combines the soft and hard aspects of risk management systems with project success. This work involved interviews with risk and project managers to analyze the hard and soft aspects of risk management systems for project success. Reference [10] presents experiences from different real life industrial cases for measuring risks through qualitative or quantitative data. This research describes the dimensions and causes of the risks, and practically applies the theoretical approaches to industries with project managers. Reference [3] describes a list of techniques that were reviewed from existing literature and proposed some guidelines for using these techniques in real scenarios. This study helps risk management and knowledge management to be integrated and work more efficiently. Reference [11] presents a software application framework for RRA (Rapid Risk Assessment) in integrated supply chain risk management. The proposed method combines qualitative and quantitative data to access and prioritize risks. Qualitative data is based on surveys and quantitative data is based on fuzzy logic and probability theory. Reference [12] presents a study on the risk management system and reviews some tools for the risk mitigation. These studies also present a review of risk management models and describe the techniques for choosing the best technique among them for risk measurement.
A. SOFTWARE RISK MANAGEMENT IN LARGE SCALE SYSTEMS
The risks associated with software development can come from many sources such as human error, software failure, hardware failure or organizational error [13] . In general, there are many techniques and methods for risk management in software development. Software development projects have an increased rate of failure and, like other businesses, software development involves technical and expensive resources. Moreover, if the size and complexity EW increases, risk mitigation in software development becomes more problematic [4] .
A major problem with large-scale system development is its unmanageability and uncontrollability. According to [14] , the main issues are not having the proper requirements and frequent changes in the requirements. Large-scale systems are made from networks of humans and technical resources that include machines, computers and software. The differences between large-scale and small-scale systems are the interfaces, interdependencies and attention paid to the elements. When it comes to risk mitigation in large-scale systems, researchers have focused on its interdependence, risk migration and long incubation periods. In general, largescale systems are more difficult to handle since they are more complex. Therefore, the large system is divided into subcomponents and subfactors in order to perform well. By dividing the system into smaller groups, risk mitigation is possible [15] . 
B. RISK ASSESSMENT FRAMEWORK
Large-scale systems are complex. They require careful processing, planning and execution for a successful final product. Risk in software development is a crucial issue, and software development suffers from lack of proper risk mitigation [16] . In figure 2 , a risk assessment framework is described. Risk mitigation starts with the risk identification process in which risk managers identify all possible risk factors after the identification process. Then, risks will be categorized and prioritized. Managers and senior management calculate the impacts of the risks on software development. With the help of this risk estimation, more influential risks will be mitigated first. This process is beneficial to minimize large organizational losses. After that, the high impact risks will be analyzed. Risk managers will plan for the mitigation of risk and apply techniques to counteract it. After enacting these countermeasures, risk managers monitor and report the process. If they find more loopholes, this process will start again with the risk identification process. In the phase of monitoring and reporting, the team members should control for and track the risk. In the final step, the risk feedback is evaluated by the stakeholders of the software project. They update and share their feedback to the team members and will track this process.
C. RISK FACTORS IN SOFTWARE DEVELOPMENT
This study describes an exhaustive list of risk factors that are identified from the existing literature. After identifying these factors, they are categorized according to some different phases, such as the user level phase, requirement gathering, planning, analysis, design, implementation and maintenance. Table 2 illustrates the risk factors that can be in small-scale or large-scale systems.
D. SMALL-SCALE VS LARGE-SCALE SOFTWARE
There can be small, medium or large enterprises of software development that can be affected by the risks. Identifying the problem and its source is the first step for the risk assessment [17] . For large-scale systems, risk assessment is itself a challenge [18] , because, according to [32] , large-scale software systems are like a puzzle. Risk management in largescale systems is difficult since components in large-scale systems are more complex and independent [19] . Usually, many software projects deliver the proper functionality and the performance that was promised by the developers, but some software projects fail to fulfill the requirements of users in given time and budget [20] . Risk can occur in any project and can harm the final product and its functionality. For reducing or avoiding risks, risk managers should take appropriate countermeasures. If there are no proper risk management techniques, the failure of a large-scale system can affect the stakeholders of that product. Failure of the final product can waste the budget and time of its customers, employees and organization. The failure can reduce the profits of the business. Figure 3 describes who will be affected when risk occurs.
III. RISK MANAGEMENT PROCESS
Risk management processes have always been a crucial part of software development. For complex and large-scale systems, it is beneficial to implement a risk management process to reduce the possible risks [21] . Project managers can usually predict and identify risks, but this is not enough. According to [21] , in large-scale systems, a formal risk management process is necessary for the effectiveness of the project. For developing a risk management process in a systematic way, it is crucial to have standardized and well-developed methods for each step. Figure 4 describes a risk management process. The risk management process starts with the risk prediction. The risk managers and project managers define the context of the risk. In this step, risk management tools like checklists, brainstorming and requirement analysis can be used for predicting and perceiving the risks in a system. After the identification of risks, the mitigation planning will start. Managers calculate, estimate, and prioritize the impacts of risks. Risk prioritization is a crucial step that addresses the sequence of risks in the mitigation process. Risk analysis is the step that will keep analyzing the whole of these processes in order to review the risks. After this process, with the proper planning, the risk will be assessed and treated. Risk monitoring and reporting will keep track of identified risks and its measuring process. It helps risk managers avoid future risks in their projects. Communication and feedback is useful for all stakeholders of the project, and sharing their feedback will help project managers avoid risks and make an effective final product. In the risk documentation step, the whole process will be written in a document form to help the organization. 
IV. MODEL COMPARISON
In this section, the present authors extract some features from the literature and those features are used to analyze the risk management model and framework. This analysis is based on extracted common features among risk management models and frameworks. The comparative analysis can help others select the best model or technique for risk management. Table 3 shows a comparative analysis table. VOLUME 6, 2018 A. DISCUSSION Software risk management is a developing discipline whose crucial objective is to identify, assess, and reduce the perceived risks. Software risk management models are used to identify and control the risks. Different models have different features. In our study, we take some common features from the literature and conduct a comparative analysis of these models.
The
TRM (Team Risk Management) presents operational activities and an organizational structure for the risk management process. It manages risks in the whole software development process with the involvement of all individuals and stakeholders, which makes the decision-making process easier and more efficient. It also works according to the SEI standards and brings all participants (including investors, managers, developers, and customers) within the organization. TRM frequently and cooperatively ensures the continuous risk management process throughout software development since risks can exist in any phase of software development. In this risk management technique, the managers set the scheduled activities and execute them in a continuous cycle. Through TRM, the risks can be regularly identified and analyzed. It keeps track of risks with regular reviews and continuous monitoring of the risk mitigation process.
The Softrisk management technique [12] almost overcomes the shortcomings of previous and traditional techniques. It has become an emerging technique for software risk management. This technique ensures that the risk automation is suitable for any kind or size of project. Softrisk is constructed on the idea of documentation and concentrates on extreme risks by prioritizing the causes of big losses. The Softrisk technique identifies both the general risks that can occur on any project and specific risks that can occur in software development. This risk mitigation technique documentation is an important step for tracking current risks and monitoring future risks. Softrisk uses visual graphs for the identification of risks and signifies the most dangerous risks using the color red. In the last stage of the Softrisk model, re-estimation, re-prioritization, re-assessment and re-documentation will be performed for continuous software risk management.
The Riskit model has been theoretically developed and applied to risk management. This model is very famous because it has been applied in various industries in both the US and Europe. This technique is useful because of its systematic risk analysis, as it is based on qualitative risk analysis. This risk management tool uses a graphical user interface. It ranks the risks based on historical data and it uses graphical representation to document this technique. This technique also involves all the stakeholders of the project, which can reduce the causes of failure. This technique identifies risks and ensures continuous risk management on the basis of risk monitoring and tracking.
The project risk management framework is based on the two major activities of risk assessment and risk control. The other steps of this framework work under these primary categories. Project risk management is a framework for risk identification and specifies the specific risks that can cause the failure of the final product. In this framework, risk analysis and risk prioritization categorize and rank the risks, which helps identify the severity of the risks. This technique monitors and tracks the risks. It is considered to be effective for the risk estimation.
The risk management process starts with risk identification and lists all possible risks that can occur in the final product. After the identification of the risks, analysis and prioritization will be performed on the perceived and identified lists. A risk management plan is created to reduce the impacts of risks in the project. This framework also plans for what to do if the risk turns into a problem. This approach uses quantitative analyses for risk monitoring, and tracking is also implemented for to update current and future risks.
The Capability Maturity Model (CMM)-based model follows the CMM framework for risk mitigation. In this model, a database is used to identify and measure risks. This model combines risk assessment and risk control. Risk assessment is the first step for risk identification and risk prioritization. In the second step of risk control, risk mitigation plans are created, and risk monitoring will be performed that will update current risks and track future risks. This is a well-structured risk management framework that will keep a repository for identifying and controlling risk. This step plays a crucial rule for decision-making in risk management.
The analyzer for reducing module operational risks (ARMOR) is a risk analyzing technique that will automatically identify operational risk in software modules. It also creates a database and assesses the risks on the bases of the risk repository. This risk management framework is based on statistical quantities for the risk mitigation process. This tool identifies the project risks and highlights the sources of risks in the project. This tool is considered to be effective for risk estimation and it also helps as a decision-making tool. A detailed comparative study of methodologies is presented in table 3. 
V. PROPOSED METHODOLOGY FOR RISK MITIGATION IN LARGE-SCALE SYSTEMS
In recent trends, the scale of software development systems is increasing in a determined way [39] . Complexity, bandwidth, lines of code, memory, communication, investment, dataset, dependency and many other factors of a system are increasing day by day in a system, and risk mitigation in these types of systems is quite difficult [15] . In this methodology, some steps are suggested for risk mitigation in a large-scale software development system. The proposed methodology categorizes risk factors such as user level risks, requirement level, planning, analysis, design, implementation and maintenance, which were previously discussed. Figure 5 defines the risk mitigation in large-scale systems.
A. DEFINE RULES AND POLICIES
In the initial stage of this methodology, the organization defines some rules and polices. In this step, the rules and policies will be integrated, and the official work will be done here.
a. Roles and responsibilities assignments: Roles will be assigned to qualified and skilled persons. The top management will handle this process and assign an experienced manager to the project that will be able to look after the whole software development process. In largescale systems, many employees are involved, and handling them is quite difficult and challenging. Therefore, in the early step, the roles and work will be assigned to the proper persons. b. Control and monitor risks: In this step, the setup that will monitor and communicate with all team members in the risk mitigation process will be configured. Communication plans with top management and their feedback will be planned here. c. Specific risk mitigation model: The model for the risk mitigation process will be specified. The top management will select the risk management model according to the needs of the project. After selecting the model, the model will be evaluated according to the project. The managers will select the risk mitigation model that will allow for the risk mitigation procedures to be applied on that particular project. The model is validated before it is applied to their project. The validation process will be performed by the top management of the organization. d. Official procedures: In this step, all official work will be done. Contracts and all legal documents will be drafted and signed by the investors and project partners. In large-scale systems, this is an important step before proceeding to the risk mitigation step.
B. RISK MITIGATION
In this second step, the previously discussed risk mitigation process is categorized according to the user level, requirement level, planning, analysis, design, implementation and maintenance level in the software development.
a. User level risks: User level risks are the risks that will occur on the user side, such as low user involvement and not having proper knowledge of newly developed technology. For the prevention of these types of risks, the organization will train users on the new technology. Communication plans will be established with all stakeholders that will aid the organization in VOLUME 6, 2018 communicating with users. In the final step, customer satisfaction feedback will be acquired. This step will be repeated in every step of development. b. Requirement level: Sometimes users or customers are not able to describe their needs to the developer or the frequent change in requirements can be risky for the organization. Requirement management will be helpful for the organization to handle these types of risks. Periodic risk reports will be generated that will be delivered to the top management. The top management will look after the requirements and all changes performed by the users. The organization will maintain a risk repository that will maintain all possible risks, which will helpful for the organization to avoid future risks. The organization will assess periodic feedback from customers. This step can be helpful from both the customer and organizational points of view. c. Planning: In this process, the planning will be done for all possible risks. A human reliability assessment will be performed by the managers and top management to detect human errors. Employees skills will be examined and their reliability will be checked. The budget and time frame will be planned for software development. Proper resources will be allocated to the team members of the project. Whole teams in the project will plan for risk management. The possible plans for risk mitigation failure will be designed so that if the risk management plan fails, the whole team can determine the next steps. The whole team and top management of that organization will have planned for all possible external risks factors. Finally, a backup and recovery plan will be designed in case any data failures occur. d. Analysis: In this step, the whole planning will be analyzed by the team members. In the initial step, the costbenefit analysis will be completed. The decision makers will assess if the risk mitigation process will be costlier than the benefits of the project. The causes and effects of the risks will be analyzed. After identifying all possible risks in the software development process, the risk will be categorized and prioritized according to its severity. Recent software development trends will be analyzed and applied to the project. Analysts will assess the whole software development life cycle and identify the overall possible risks. The technical tools and new technology will be analyzed in order to further avoid future risks. The reliability of technical tools is essential in largescale systems, since many resources have been invested in the project. e. Design: In the design phase, the designers and developers start developing project. The design should be flexible for any kind of minor change. It will be beneficial if the designer implements reusable code that will save time and costs. The project managers will select a proper standardized software development process according to the need of the project. The software of final product will be testing before it's finally implemented. This will be helpful in identifying all possible bugs in the project before its implementation. f. Implementation: After designing and testing the whole project, the software will be implemented. The configuration of a large-scale software system is really challenging. The top management will track and monitor its configuration. After the configuration of the whole software project, the completeness check will be applied to all essential libraries and functions. g. Maintenance: After implementing the system, the maintenance of the whole system is required. The organization will make a benchmark for this system. Top management will take care of the quality control of system. They will also review on possible risks. Risk tracking will be done in the final.
C. REVISE RISK ASSESSMENT
Revise risk assessment will be applied after risk mitigation, in the case any risk reoccurs. This establishes a continuous reassessment of the risk management process. a. Review risk control measures: In this step, the reviews will be generated on the risk management process. Continuous reassessments will make this methodology a continuous risk management process. Revisions in the process make the system more quantifiable for risk management. b. Re-planning and assessment: If there is a risk of reoccurrence, the step of re-planning will be implemented on project. c. Feedback and communication: In this stage, the feedback and communication will be planned with all stakeholders and top management. This step will require the reapplication of any changes after the re-planning process. d. Quality measure: Measuring the quality of final product is essential for organizational and customer satisfaction. e. Update in recent documentation: The process of documentation will be last performed. Recent changes and trends will also be updated in the most recent documents.
D. QUALITATIVE AND QUANTITATIVE ANALYSIS OF RISK MEASURING PROCEDURE
In the last step, qualitative and quantitative analysis will be applied on the whole risk management process. For qualitative analyses, graphical charts and presentations will be designed. For quantitative analyses, surveys and interviews will be performed by the top management.
VI. CONCLUSION
The most crucial thing in software development is the assessment and control of risk factors. 
